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Cyber security & Ethical Hacking

Date of Conduction: 27-8-18 to 1-9-18

Venue: KSIT COLLEGE

Time: 9.00 AM TO 4.00 PM

Duration: 6 days

Sponsoring Bodies / Associating Organization: Nil

Expert Details — Prof. Kushal Kumar, Prof. Raghavendrachar, Prof. Sangeetha .V, Prof Jayasudha
Description of the Event:

Objectives / Key Highlights: The most effective steps to prevent attacks and detect adversaries with
actionable techniques . Tips and tricks designed to help win the battle against the wide range of cyber
adversaries that want to harm the environment.

Participant details — 3" Semester students of CSE, ECE, ME -373 students




Footprinting And Reconnaissance.

Introduction

Nslookup and whois

Shodan and other search engine
Maltego

Httrack

The harvester

Recon-ng

Social-Engineering

Open Source Intelligence Fundamentals
Introduction

Theory

OSINT playground

Tools and Techniques

Sock-Puppets

OSINT Defense

Penetration Testing and Ethical Hacking.
Introduction

Footprinting and Reconnaissance .
Scanning and enumeration.
System Hacking

Malware

Sniffing

Social Engineering

Denial of Service

Session Hijacking

Web server and application



SQI injection

Hacking wifi and Bluetooth
Mobile hacking and security
IDS, firewall , and honeypots
10T, cloud , Cryptography.

Social Engineering
Introduction.

Social Engineering labs.
Conclusion.

Advanced Penetration Testing.
Linux

Programming

Metasploit

Information Gathering
vulnerability discovery and scanning
Traffic Capture

Exploitation

Passwords

Advanced Exploitation

Post Exploitation

Webapps

Exploit developments
Smartphone Pentest framework

Web application penetration testing.
Introduction '

What is SQL Injection

What is XSS

LFI and RFI

Report Creation?

Developing Ethical Hacking tools with python.
Introduction

Automating information gathering

Writing a keylogger in python

Zip password Brute Forcing in python.

Going Forward

Hands on Learning

Recover from SQL Injection Attack

Data backup and recovery

Recover from web based flash pack incident

( Cyber security & Ethical Hacking )

Module _ 1. Introduction to Ethical Hacking.
Module_ 2. Footprinting & Reconnaissance.
Module_ 3. Scanning.

Module_4. Enumeration.



Module 5. System Hacking.

Module_6. Sniffing

Module _ 7. Hacking Web servers
Module _8. Hacking Web Applications.
Module_9 . Hacking wireless Networks.
Module 10 DDos & Dos Attacks.

(Hands on)
Introduction to Cyber Security.

Basics of Networking and Web Technologies.

Information Gathering and Footprinting.

Operating System Hacking and Security.

Malware Illustrations - Part 1

Malware Illustrations - Part 2

Web Architecture and PHP Basics.

Email Attacks and Security.

Web Vulnerability Assessment and Penetration Testing - Part 1

Web Vulnerability Assessment and Penetration Testing - Part 2

Web Vulnerability Assessment and Penetration Testing - Part 3
Introduction to Kali Linux and its Tools.
Network Vulnerability Assessment - Part 1

Network Vulnerability Assessment - Part 2
WiFi Hacking and Security

Cyber Forensics and Investigations
Smartphone Attacks and Security

Google Hacking Database

Basics of Reverse Engineering
Introduction to Compliance Management
Introduction to OWASP Top ten : Al Injection scored
A2 - Broken Authentication

A3- Sensitive data exposure

A4- Xml external entities entities

Ab5 - Broken Access control

AG6- Security Misconfiguration

AT7- Cross Site scripting

AB8- Insecure deserialization



Outcomes / Benefits:

1.) The core areas of cybersecurity and how to create a security program that is built on a
foundation of Detection, Response, and Prevention

2.) Practical tips and tricks that focus on addressing high-priority security problems within your
organization and doing the right things that lead to security solutions that work

3.) How adversaries adapt tactics and techniques, and importantly how to adapt your defense
accordingly

4.) What ransomware is and how to better defend against it

5.) How to leverage a defensible network architecture (VLANs, NAC, and 802.1x) based on
advanced persistent threat indicators of compromise

6.) The Identity and Access Management (IAM) methodology, including aspects of strong
authentication (Multi-Factor Authentication)

7.) How to leverage the strengths and differences among the top three cloud providers
(Amazon, Microsoft, and Google), including the concepts of multi-cloud

CO/PO&PSO mapping

CO/PO&P

SO POL | PO2 | PO3 | PO4 | POS | POS | PO7 | PO8 | PO9 | PO10 | PO11 | Po12 | P3O | PSO
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE -560109
DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

Workshop on Quadcopter

Date of Conduction: 12-11-2018 to 17-11-2018

Venue: KSIT COLLEGE

Time: 9.00 AM TO 4.00 PM

Duration: 6 days

Sponsoring Bodies / Associating Organization: Nil

Expert Details — Prof. Sunil Kumar G R, Prof. Christo Jain

Objectives / Key Highlights: Quadcopters, are unmanned aerial vehicles (UAVSs) that feature a four-rotor
design. They are a type of multirotor aircraft, characterized by their ability to hover and maneuver vertically,
as well as their agility in flight. The primary objective is to assemble a functioning quadcopter from scratch
using readily available components.Learn about the principles of flight, including aerodynamics and control
mechanisms, by building and experimenting with a quadcopter.

Participant details — 5th, 7th Semester students of ECE - 235 students




Course Content:

Introduction to Quadcopters
- Overview of quadcopter components and functionality
- Safety guidelines and best practices
- Introduction to flight dynamics and control

Quadcopter Assembly

- Step-by-step assembly of a quadcopter kit

- Understanding and connecting electronic components (motors, ESCs, flight controller)
- Testing and troubleshooting assembly issues

Flight Controller Setup and Configuration

- Introduction to flight controller software (e.g., Betaflight)

- Connecting the flight controller to a computer for configuration
- Calibrating sensors and setting up flight modes

Basic Flight Maneuvers

- Pre-flight checks and safety procedures

- Hands-on practice with basic flight controls (takeoff, landing, hovering)
- Introduction to flight modes (acro, stability, altitude hold)

Advanced Flight Techniques

- Introduction to FPV (First Person View) flying

- Flying maneuvers (flips, rolls, loops)

- Navigating obstacles and performing precision maneuvers

This workshop provides a comprehensive introduction to building, configuring, and flying quadcopters,
culminating in a project to reinforce learning and creativity

Outcomes / Benefits:
1. Understanding of Quadcopter Technology: Gain knowledge about the components, mechanics, and
technology behind quadcopters.

2. Hands-on Assembly Experience: Learn how to assemble and configure a quadcopter, enhancing
practical engineering skills.

3. Flight Control Proficiency: Develop skills in controlling and maneuvering quadcopters, including
basic and advanced flight techniques.

4. Problem-Solving and Troubleshooting: Learn to troubleshoot and solve common issues related to
guadcopter assembly and flight.
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K.S.INSTITUTE OF TECHNOLOGY
#14, RAGHUVANAHALLI, KANAKAPURA MAIN ROAD, BENGALURU-560109
QUAD COPTER WORKSHOP

ACADEMIC YEAR- 2018-19 (ODD SEMESTER)
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QUAD COPTER WORKSHOP
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KSINSTITUTE OF TECHNOLOGY
DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING

A SEMINAR REPORT ON
“FUNDAMENTALS OF PYTHON PROGRAMMING”

Semester: 5% Semester
Event Type: Seminar
Event Name: Fundamentals of Python Programming

Date/Duration/Timings: 12/11/2018 to 17/11/2018 / 6 Days / 9:00am to 4:00pm
Associated Bodies: Nil

No. of Students: 128
Expert details: Prof. Deepa S R, Prof. Roopesh Kumar B N, Prof. Raghavendrachar

Introduction:

The seminar on Fundamentals of Python Programming, spanning six days, aimed to provide an in-depth
understanding of Python programming language to participants. Hosted at KSIT, the event attracted a diverse
audience eager to delve into the intricacies of Python programming, from its basic syntax to advanced concepts.

Key Highlights:
Comprehensive Curriculum, Hands-on Learning, Project-based Approach, Expert Instruction, Networking and
Collaboration

Day 1-2: Introduction and Basic Syntax

Introduction to Python: History, Features, and Applications
Setting Up Python Environment: Installing Python and IDEs
Basic Syntax: Variables, Data Types, and Operators

Control Structures: Conditional Statements and Loops
Hands-on Exercises and Coding Challenges

Day 3-4: Functions and Modules

Functions: Defining Functions, Parameters, and Return Values
Scope and Lifetime of Variables

Working with Built-in and User-defined Modules

Error Handling: Exception Handling in Python

Group Projects and Collaborative Coding

Day 5-6: Advanced Topics and Projects

File Handling: Reading and Writing Files in Python
Introduction to Object-Oriented Programming (OOP) in Python



Data Structures: Lists, Tuples, Dictionaries, and Sets
Introduction to Libraries: Numpy, Pandas, Matplotlib
Final Projects and Presentations

Conclusion:

The six-day mobile app development workshop provided participants with a comprehensive understanding of
the app development lifecycle. Through a combination of theoretical knowledge and practical exercises,
attendees gained valuable skills in ideation, design, coding, testing, and deployment. Armed with this
knowledge, participants are well-equipped to embark on their mobile app development journeys.

EO-PO Mapping
EO | POl |PO2|[PO3|[PO4|PO5|PO6|PO7|PO8|POY9|PO10|PO11|PO12 |PSO1 [PSO2
EO 3 2 3 2 3 3 - - - 2 - 3 3 -

Substantial (High) Correlation
Moderate (Medium) Correlation
Slight (Low) Correlation

No correlation.

RN W

PO’s and PSO’s Attained: PO1, PO2, PO3, PO4, PO5, PO6, PO10, PO12 & PSO1.
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Event Coordinators Prof. & Head, CSE Principal
Head of the Department PRINCIPAL
Dept. of Computer Sciencc & £ngg K.S. INSTITUTE oF TECHNOLOGY
K.S. Institute of Technciogy = BENGALURU - 560 109,

Bengaluru -560 109



Date: 12/11/2018 to 17/11/2018

K.S. INSTITUTE OF TECHNOLOGY

#14, Raghuvanahalli, Kanakapura Main Road, Bengaluru-5600109

"FUNDAMENTALS OF PYTHON PROGRAMMING"
Academic Year 2018-2019 (Odd Semester)
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KSINSTITUTE OF TECHNOLOGY
DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING

A REPORT ON
“MOBILE APPILCATION DEVELOPMENT COURSE”

Semester: 7" Semester
Event Type: Seminar
Event Name: Mobile Application Development Course

Date/Duration/Timings: 06/08/2018 to 11/08/2018 / 6 Days / 9:00am to 4:00pm
Associated Bodies: Nil

No. of Students: 122

Expert details: Prof. Vaneetha M, Prof. Kushal Kumar, Prof. Raghavendrachar,
Prof. Sangeetha. V

Introduction:

The mobile app development workshop held over six days aimed to equip participants with the essential skills
and knowledge required to create functional mobile applications. Led by experienced developers, the workshop
covered various aspects of app development, including ideation, design, coding, and testing.

Day 1: Introduction to Mobile App Development

The workshop kicked off with an overview of the mobile app landscape, highlighting the significance of mobile
applications in today's digital age. Participants were introduced to different platforms (iOS, Android) and
programming languages commonly used in app development (Swift, Java, Kotlin).

Day 2: Ideation and Planning

On the second day, participants engaged in brainstorming sessions to generate app ideas. They learned about
market research techniques to identify potential niches and target audiences. Practical exercises focused on
defining app features, creating user personas, and developing user stories. By the end of the day, each participant
had a solid concept for their app project.

Day 3: User Interface (Ul) Design

The focus of day three was on Ul design principles and tools. Participants learned about user experience (UX)
design, wireframing, and prototyping. Using popular design software, such as Adobe XD or Sketch, they
translated their app ideas into mock-ups and interactive prototypes. Feedback sessions helped refine their
designs and ensure usability.

Day 4: App Development - Part 1

Day four delved into the development phase of app creation. Participants received an introduction to relevant
development environments (Xcode for 10S, Android Studio for Android) and learned basic programming
concepts specific to mobile app development. Hands-on coding sessions covered topics such as user interface
implementation, navigation, and data management.



Day 5: App Development - Part 2

Building upon the skills acquired on the previous day, participants continued with more advanced development
concepts. Topics included integrating APIs, implementing functionality (e.g., user authentication, data storage),
and handling user inputs. Throughout the day, instructors provided guidance and troubleshooting assistance as
participants worked on their app projects.

Day 6: Testing and Deployment

The final day focused on testing, debugging, and deploying mobile applications. Participants learned about
different testing methods (unit testing, Ul testing) and tools for identifying and fixing bugs. The workshop
concluded with a discussion on app distribution strategies, including the App Store and Google Play Store
submission processes.

Conclusion:

The six-day mobile app development workshop provided participants with a comprehensive understanding of
the app development lifecycle. Through a combination of theoretical knowledge and practical exercises,
attendees gained valuable skills in ideation, design, coding, testing, and deployment. Armed with this
knowledge, participants are well-equipped to embark on their mobile app development journeys.
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K.S.INSTITUTEOFTECHNOLOGY, BANGALORE-560109

A Report on Value Added Course on
Advances in Additive Manufacturing Technique (3D Printing)

Date of Conduction: 06-08-2018 to 11-08-2018

Venue: K S Institute of Technology

Time: 9.00AMTO4.00 PM

Duration: 6 days

Sponsoring Bodies/Associating Organization: Nil

Expert Details: Prof. Nirmala L, Prof. Girish T R

Description of the Event:
Objective:
The primary objective of the 6-Day Value Added Course on "Advances in Additive Manufacturing
Technique (3D Printing)" was to equip participants with comprehensive knowledge and practical skills in
the latest advancements in additive manufacturing, particularly focusing on 3D printing technologies. The
course aimed to provide insights into various aspects of additive manufacturing, including materials,
processes, applications, and future trends.

Course Contents:
Day 1: Introduction to Additive Manufacturing

e Overview of additive manufacturing technologies

« Historical development and evolution of 3D printing

o Fundamentals of additive manufacturing processes
Day 2: 3D Printing Materials and Properties

o Types of materials used in 3D printing

« Properties and characteristics of 3D printing materials

« Selection criteria for materials in different applications
Day 3: Advanced 3D Printing Techniques

o Stereo lithography (SLA)

o Selective Laser Sintering (SLS)

o Fused Deposition Modeling (FDM)

o Direct Metal Laser Sintering (DMLYS)

e Electron Beam Melting (EBM)

o Binder Jetting




Day 4: Design for Additive Manufacturing (DFAM)
e Principles of DFAM
« Design considerations and guidelines for additive manufacturing
« Optimization techniques for enhancing part performance and efficiency
Day 5: Applications of Additive Manufacturing
o Aerospace and defense
« Automotive industry
» Healthcare and medical applications
o Consumer products
« Architecture and construction
« Future trends and emerging applications
Day 6: Hands-on Workshop and Case Studies
o Practical demonstration of 3D printing technologies
« Hands-on experience with additive manufacturing equipment

« Case studies highlighting real-world applications and success stories

Participants details —-5""Semesterstudents of Mechanical Engineering-137students

Course Outcomes:

1. Enhanced Understanding: Participants gained a deeper understanding of additive manufacturing
technologies, processes, materials, and applications through comprehensive lectures and interactive
sessions.

2. Practical Skills Development: Hands-on workshops provided participants with practical experience

in operating 3D printing equipment and implementing design principles for additive manufacturing.




3. Industry Insights: Participants gained insights into the current trends, challenges, and opportunities in
the field of additive manufacturing, enabling them to stay updated with the latest advancements.

4. Networking Opportunities: The course facilitated networking among participants, industry experts,
and academia, fostering collaborations and knowledge sharing.

Conclusion:
Overall, the 6-Day Value Added Course on "Advances in Additive Manufacturing Technique (3D Printing)"

proved to be highly beneficial for participants, equipping them with the necessary knowledge and skills to

excel in the rapidly evolving field of additive manufacturing.
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K.S.INSTITUTEOFTECHNOLOGY
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K.S.INSTITUTEOFTECHNOLOGY, BANGALORE-560109

A Report on Value Added Course on
Heating Ventilation and Air Conditioning System Design

Date of Conduction: 24-09-2018 to 29-09-2018
Venue: K S Institute of Technology

Time: 9.00AMTO4.00 PM

Duration: 6 days

Sponsoring Bodies/Associating Organization: Nil
Expert Details: Prof. Nagaprasad K S, Prof. K Prasad
Description of the Event:

Introduction:

The 6-day value-added course on HVAC system design was organized by K S Institute of Technology
from 24-09-2018 to 29-09-2018. The course aimed to provide participants with comprehensive

knowledge and practical skills in designing efficient HVAC systems for various applications.

Contents:

Dayl: Fundamentals of HVAC Systems:

e Introduction to HVAC systems

« Basic principles of heating, ventilation, and air conditioning

o Understanding psychometrics and its application in HVAC design
Day2: Load Calculation and Equipment Selection:

e Methods of calculating heating and cooling loads

e Factors influencing load calculations

o Selection criteria for HVAC equipment such as chillers, boilers, air handling units, etc.
Day3: System Design and Layout:

o Design considerations for ductwork and piping systems

e Zoning and air distribution strategies

o Integration of HVAC systems with building architecture
Day4: Energy Efficiency and Sustainability:

o Strategies for energy-efficient HVAC design

e Incorporating renewable energy sources

e Green building certifications and standards




Day5: Controls and Automation:
e Introduction to HVAC control systems
o Control strategies for optimizing system performance
o Integration of building management systems (BMS)
Day6: Commissioning and Maintenance:
e Importance of commissioning in HVAC projects
o Commissioning procedures and protocols

e Best practices for ongoing maintenance and troubleshooting

Participants details —7""Semesterstudents of Mechanical Engineering-120 students




Course Qutcomes:

1. Enhanced Knowledge: Participants gained a deeper understanding of HVAC principles, load
calculations, equipment selection, and system design fundamentals.

2. Improved Design Skills: Through practical exercises and case studies, participants developed skills in
designing HVAC systems tailored to specific requirements and constraints.

3. Energy Efficiency Focus: The course emphasized energy-efficient design practices, enabling
participants to incorporate sustainability principles into their HVAC projects.

4. Hands-on Experience: Interactive sessions and workshops provided hands-on experience in load
calculations, equipment selection, and system design, enhancing participants' practical skills.

5. Professional Networking: The course facilitated networking opportunities among participants and
industry experts, fostering collaboration and knowledge exchange.

6. Certification: Participants received a certificate upon successful completion of the course, recognizing
their expertise in HVAC system design.

Conclusion:

The 6-day value-added course on HVAC system design equipped participants with the knowledge, skills, and

certification necessary to excel in the field of heating, ventilation, and air conditioning. By focusing on

practical applications and energy efficiency, the course prepared participants to meet the challenges of

designing modern and sustainable HVAC systems.

CO/PO&PSO-Mapping:
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K.S.INSTITUTEOFTECHNOLOGY
#14, Raghuvanahalli, Kanakapura Main Road, Bengaluru-109
Academic Year 2018-2019
List of students & Attendance of Value added Course on
Heating Ventilation and Air Conditioning System Design

(24-09-2018 to 29-09-2018)
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Oneclit Certified RHPE

Remote Hacking Python Expert

Loth, P (Shats |

for Completing our Onelit Certified Remote Hacking Python Expert Course. The
course includes basics of concepts of programming in python, virtualization,
networking and shell creation using python. Gaining remote access using
python shells and converting python code to executable‘exe’ files was

the main syllabus of the course. /

o ;-\_.
% 5 -l‘:“

¥ &\:-' Priyank Gada

'\

Nikhil Mahadeshwar bV

!
Director J”nt Instructor
RHPEO125193

Verify Certificate - me@priyankgada.com | Course Content - www.udemy.com/course/852622 //
Awarded on 01 Jan 2019 | RHPE v2.0.2019



Google Cloud Platform Big Data
and Machine Learning
Fundamentals

Leveraging Unstructured Data
with Cloud Dataproc on Google
Cloud Platform

Serverless Data Analysis with
Google BigQuery and Cloud
Dataflow

Serverless Machine Learning
with Tensorflow on Google
Cloud Platform

Building Resilient Streaming
Systems on Google Cloud
Platform

@ \ ‘,

Google Cloud
Na rcSi mhd Prasanna HN Google Cloud Training

has successfully completed the online, non-credit Specialization

Data Engineering on Google
Cloud Platform

This five-course accelerated specidlization is designed for data
professionals who are responsible for designing, building,
analyzing, and optimizing big data solutions. Through a
combination of video lectures, quizzes, and hands-on labs,
learners carried out serverless data analysis and productionize
machine learning models. This specialization is designed to give
learners a robust hands-on experience and is primarily lab-
focused.




KAMMAVARI SANGHAM (R) - 1952

K. S.INSTITUTE OF TECHNOLOGY

( Approved by AICTE, New Delhi; Affiliated to VTU, Belagavi, Karnataka; Accredited by NAAC & NBA [CS,EC & Mech] )
#14, Raghuvanahalli, Kanakapura Road, Bengaluru - 560109
S IS Tel: 080-28435722 / 24 Web : www.ksit.edu.in

Organized by

Department of Computer Science and Engineering

Certificate of Participation

This 1s to certify that Mr./Ms AKSHATHA RAMESH Bearing USN no 1IKS17CS003 1s
successfully completed 6 days course on “Cyber Secutiy & Ethical Hacking” conducted from

27 Aug to It of September 2018 at K.S. Institute of Technology Bengaluru

=

Dr.Rekha B Venkatapur Dr. T.V Govindaraju.
Professor & Head CSE Dept Principal & Director



